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Abstract. The use of generalised Jacobians in discrete logarithm based
cryptosystems has so far been rather limited since they offer no advantage over traditional discrete logarithm based systems. In this paper we
continue the search for possible applications in two directions.
Firstly, we investigate pairings on generalised Jacobians and show that
these are insecure. Secondly, generalising and extending prior work, we
show how the discrete logarithm problem in generalised Jacobians can be
reduced to the minimal non zero weight word and maximum likelihood
decoding problems in generalised algebraic geometric codes.

1

Introduction and Summary

The multiplicative group of finite fields and the point groups of Jacobian varieties of regular algebraic curves over finite fields, in particular point groups of
elliptic curves, are the essential traditional building blocks of discrete logarithm
based cryptography. Generalised Jacobian varieties of regular algebraic curves
over finite fields can be thought of a combination of both of these traditional
building blocks into one mathematical structure. Their use in cryptography has
first been suggested in [6]. Soon thereafter, the lack in efficiency in comparison
with multiplicative groups of finite fields and point groups of Jacobian varieties
has been discussed in [10] and [7]. As a consequence, the use of generalised Jacobians in discrete logarithm based cryptosystems has so far been rather limited. In
this paper we continue the search for possible interesting and useful applications
of generalised Jacobians in two directions.
The first direction concerns pairings. Pairings have been a major topic in
cryptography over the past decade. The only known generally suitable pairings
are the Weil and Tate-Lichtenbaum pairings on Jacobians, and these pairings
are bilinear. The construction of pairings in different mathematical contexts and
the construction of multilinear pairings are important open research problems.
Motivated by this we investigate a generalised form of the Tate-Lichtenbaum
pairing on generalised Jacobians. As it turns out, these pairings are efficiently
computable and also yield multilinear pairings. On the other hand we also have
to show that the domain of these pairings suffers from a weak discrete logarithm
problem, whence we do not get a useful application to cryptography.

The second direction concerns reductions of discrete logarithm problems to
code based problems. Motivated by [3, 5] we define some generalised algebraicgeometric codes and show how the discrete logarithm problem in generalised
Jacobians can be reduced to the minimal non zero weight word problem and
to the maximum likelihood decoding problem in these generalised algebraicgeometric codes. An essential element of this reduction is the construction of
efficient sets of generators for generalised Jacobians. Following the methodology
of [17] we prove a theorem on the existence (and efficient construction) of such
efficient sets of generators. The discrete logarithm reductions of [3, 5] then turn
out to be essentially special cases of our general reduction.
The implication of the discrete logarithm reductions are not so clear at the
moment. One point of view is that we obtain hardness results for the above
mentioned code based computational problems. In this direction a further study
of efficient generating sets and of special high genus curves could be of interest
for the construction of codes over Fq with small q and large lower complexity
bounds for the minimal non zero word or maximum likelihood decoding problems. Another point of view is that efficient algorithms for solving these code
based computational problems might speed up algorithms for computing discrete
logarithms. This latter point of view is for example taken in [1].
A different, but related way of combining the multiplicative group of finite
fields and the point groups of Jacobian varieties of regular algebraic curves over
finite fields into one mathematical structure is to consider Jacobians of singular
algebraic curves over finite fields. This approach is taken in [18] where it is shown
that one can achieve a compressed representation of finite fields elements from
certain subgroups in this way. We do not consider Jacobians of singular curves
in this paper though.

2

Preliminaries

Let C be an absolutely irreducible complete regular curve defined over the finite
field Fq of characteristic p. The function field of C is denoted by κ(C) and the
genus of C by g.
We consider divisors as finite sums of places (closed points) of C. Let m be
an effective divisor of C. The group of divisors of C coprime to m is denoted
by Dm (C), and the subgroup of Dm (C) of principal divisors by P m (C). Let f ∈
κ(C)× . Then by definition f ≡ 1 mod m if ordp (f − 1) ≥ 1 for all p ∈ supp(m).
The ray modulo m is defined as
Pm (C) = {f ∈ κ(C)× | f ≡ 1 mod m}.
The ray class group modulo m is
Picm (C) = Dm (C)/Pm (C)
and the degree zero ray class group modulo m is
Pic0m (C) = {y ∈ Picm (C) | deg(y) = 0}.

The generalised Jacobian of C modulo m is a semi-abelian variety Jacm (C)
that represents the functor k 7→ Pic0m (C × k) from Fq -algebras to finite abelian
groups. The generalised Jacobian Jacm (C) exists for any C and m, see [20]. In
this paper we will not (directly) use the geometric structure of Jacm (C), and
thus will essentially only consider the groups Pic0m (C) and Picm (C). For m = 0
we have Jacm (C) = Jac(C), Pic0m (C) = Pic0 (C) and Picm (C) = Pic(C) as usual.
By the approximation theorem there is an exact sequence
Y
×
1 → F×
OC,p /pordp (m) → Pic0m (C) → Pic0 (C) → 1.
(1)
q →
p∈supp(m)

Moreover,
OC,p /pordp (m)

×

∼
= κ(p)× × (1 + p)/(1 + pordp (m) ),

(2)

where κ(p) = OC,p /p is the residue class field of p and (1 + p)/(1 + pordp (m) ) is
a p-group. Some details about these definitions and facts can be found in [15].
In discrete logarithm based cryptography one considers cyclic groups G of
prime order ` that are embedded into suitable algebraic groups. The standard
cases are
0
G ⊆ Gm (Fq ) = F×
q , and G ⊆ Jac(C)(Fq ) or G ⊆ Pic (C)

respectively. The use of
G ⊆ Jacm (C)(Fq )
has first been suggested in [6]. Since the group laws and maps in (1) and (2)
are effective and G has prime order, this case leads to an effectively computable
isomorphism φ : G → H with either
H ⊆ Jac(C)(Fq ), H ⊆ Gm (κ(p)) or H ⊆ (1 + p)/(1 + pordp (m) )
for some p ∈ supp(m). Since the discrete logarithm problem in (1 + p)/(1 +
pordp (m) ) is easy (see for example [15]) the use of G ⊆ Jacm (C)(Fq ) offers no
advantage over the standard cases in terms of efficiency and security. This argumentation is carried out in more detail in [10]. For a discussion from a slightly
different point of view see [7].
On the other hand, given G ⊆ Gm (κ(p)) there can exist efficiently computable isomorphisms φ : G → H with H ⊆ Jacm (C)(Fq ) or H ⊆ Pic0m (C)
respectively. Such H are embedded in a context with richer or at least different
structure than the context of G. In the following we investigate whether this
structure can be used to obtain some new features relevant for cryptography or
coding theory.

3

Pairings on Generalised Jacobians

Class field theory yields arithmetic duality pairings on generalised Jacobians.
In this section we argue that these pairings indeed yield efficiently computable

pairings different from the pairings that have been used in cryptography so far.
These pairings can even be applied iteratively, resulting in multilinear pairings.
As demonstrated in [2, 19], non-degenerate multilinear pairings would be of great
interest in cryptography, but no suitable such pairings have been found so far.
Unfortunately, we also have to argue that the domains of these pairings suffer
from a weak discrete logarithm problem. The construction is thus not suitable
for cryptography.
The construction of multilinear pairings is also discussed in [16] using a different approach. Contrary to our case, the obstacle in this work appears to be
the efficient computability of the pairing.
3.1

A Generalised Tate-Lichtenbaum Pairing

Let n be a prime number such that q ≡ 1 mod n and abbreviate F = κ(C). Let
Seln,m (C) = {f ∈ F × | ordp (f ) ≡ 0 mod n for all places p 6∈ supp(m)}
and denote the group of n-th root of unity of F×
q by µn . Class field theory yields
the existence of a surjective pairing
πm : Seln,m (C) × Pic0m (C) → µn .
0
× n
The left and right kernel of this pairing are F×
q · (F ) and n · Picm (C) respectively. Factoring out kernels thus yields a non-degenerate pairing
0
0
0
× n
πm
: Seln,m (C) / F×
q · (F ) × Picm (C) / n · Picm (C) → µn .

A result of Hasse [12] on the algebraic representation of the Artin map gives an
algebraic representation of the images under these pairings by means of function
evaluation. The
P details of this are as follows.
Let d = i λi pi be a divisor of C where the pi are places. If f ∈ F is a
function with no pole at the place p then f + p denotes the image of f in the
residue class field κ(p) = OC,p /p. Using the norm map Nκ(pi )/Fq of the extension
κ(pi )/Fq we can define an evaluation at divisors via
Y
f (d) :=
Nκ(pi )/Fq (f + pi )λi ,
i

provided f has no zero at pi when λi < 0 and no pole when λi > 0. The
evaluation map is multiplicative in f and additive in d.
Let x = f ∈ Seln,m (C) and y = d + Pm (C) ∈ Pic0m (C). By the approximation
theorem applied to f or d, f can be chosen modulo (F × )n or d modulo Pm (C)
such that supp(f ) ∩ supp(d) = ∅. Then
πm (x, y) = f (d)(q−1)/n .
This definition also allows an efficient computation of πm (x, y). Using
0
× n ∼
Seln,0 (C)/F×
q · (F ) = Pic (C)[n]
1
× n
under f · F×
q · (F ) 7→ n div(f ) + P0 (C) we see that π0 is essentially the usual
Tate-Lichtenbaum pairing as discussed in [9, 14] and widely used in cryptography.

3.2

Variations – New Bilinear and Multilinear Pairings

The case supp(m) = {} essentially yields the usual and well known Tate-Lichtenbaum pairing. Next suppose supp(m) = {p}. If deg(p) 6≡ 0 mod n then the group

Q
ordp (m) ×
does not contain elements of n-power order other
p∈supp(m) OC,p /p
×
than those coming from Fq , and by (1) we are again reduced to the case of
a Tate-Lichtenbaum pairing. If on the other hand deg(p) ≡ 0 mod n then πm
cannot be efficiently computed anymore for cryptographic sizes of n.
So suppose now #supp(m) ≥ 2. Then there are various choices of monomorphisms
Y
χ : µn → µsupp(m)
=
µn
n
p∈supp(m)
×
that extend according to µn ⊆ F×
q ⊆ κ(p) , (1) and (2) to monomorphisms

φ : µn → Pic0m (C).
If χ or C are suitably chosen, for example such that #Pic0 (C) 6≡ 0 mod n, then
we can also have that φ extends further to a monomorphism
φ0 : µn → Pic0m (C) / n · Pic0m (C).
We obtain a surjective pairing
ψ : Seln,m (C) × µn → µn
given by ψ(x, y) = πm (x, φ(y)). The right kernel is zero and the left kernel is
× n
a subgroup U with U ⊇ F×
q · (F ) . Factoring out U yields a non-degenerate
pairing
ψ 0 : Seln,m (C)/U × µn → µn .
This pairing has the remarkable feature that pairing values can serve as
second arguments. The r-fold iterated combination gives rise to a non-degenerate
multilinear pairing
ψr0 : Seln,m (C)/U × · · · × Seln,m (C)/U × µn → µn
in r + 1 arguments.
The pairing ψr0 is efficiently computable if the arguments from Seln,m (C)/U
are for example represented as elements from F × in a compact representation
as power product of elements of F × of small degree (see for example [13]).
3.3

Weak Discrete Logarithm Problem in the Domain

Suppose that the elements of Seln,m (C)/U are given by representatives in the
group Seln,m (C). We will now argue that Seln,m (C)/U then has weak discrete
logarithm problem. This implies, unfortunately, that the pairings ψ and ψ 0 are
not useful in cryptography. A consequence of [11] is that all homomorphisms

Seln,m (C)/U → µn , defined by their image on a generator, would necessarily
be efficiently computable as well. This already hints a weak discrete logarithm
problem.
supp(m)
We introduce some convenient notation. If ζ = (ζp )p∈supp(m) ∈ µn
and
supp(m)
x = (xp )p∈supp(m) ∈ Z
then let
Y
x
ζx =
ζp p ∈ µn .
p∈supp(m)

If f ∈ F

×

then let ord(f ) = (ordp (f ) deg(p))p∈supp(m) .

Theorem 1 Let f ∈ Seln,m (C) and ζ ∈ µn . Then
ψ(f, ζ) = χ(ζ)ord(f ) .
Proof. Let φ(ζ) = d + Pm (C). A closer look at the third map in (1) shows that
d = div(g) for some g ∈ F × with g ≡ χp (ζ) mod p for all p ∈ supp(m). Then
ψ(f, ζ) = f (d)(q−1)/n = f (div(g))(q−1)/n = g(div(f ))(q−1)/n ,
where the last equality holds by Weil reciprocity. Furthermore
g(p) = Nκ(p)/Fq (χp (ζ)) = χp (ζ)deg(p)
since χp (ζ) ∈ Fq . Now ordp (f ) ≡ 0 mod n for all p 6∈ supp(m), so we get
Y
Y
g(div(f ))(q−1)/n =
g(p)ordp (f ) =
χp (ζ)ordp (f ) deg(p)
p∈supp(m)

= χ(ζ)

p∈supp(m)

ord(f )

as desired.
The ord map can be seen as a homomorphism
ord : Seln,m (C) → Zsupp(m) .
Let G = ord(Seln,m (C)) and H = ord(U ). Since ker(ord) ⊆ U by Theorem 1 it
is clear that
Seln,m (C)/U ∼
(3)
= G/H
via ord and that ψ is equivalent using ord to the pairing
ω : G × µn → µn ,

(x, ζ) 7→ χ(ζ)x

with right kernel one and left kernel H. We can extend ω to the pairing
ω1 : Zsupp(m) × µn → µn ,

(x, ζ) 7→ χ(ζ)x

with right kernel one and left kernel denoted by H1 . Then H = G ∩ H1 and
G/H ∼
(4)
= Zsupp(m) /H1
via the inclusion G ⊆ Zsupp(m) . Now H1 can be easily computed from χ and the
factor group Zsupp(m) /H1 has a weak discrete logarithm problem. Combining the
effective isomorphisms of (3) and (4) shows that Seln,m (C)/U has weak discrete
logarithm problem. We thus conclude that these pairings are indeed not useful
in cryptography.

4

Lower Complexity Bounds for Codes

We continue the quest for a useful application of generalised Jacobians looking
at coding theory. In [5], a reduction of the discrete logarithm problem in the
multiplicative group of finite fields to the problem of maximum likelihood decoding in an associated Reed-Solomon code is given. In [3], a reduction of the
discrete logarithm problem in elliptic curves to the problem of computing a non
zero word of minimal weight in an associated elliptic code is given.
We now adapt and extend some of the ideas of [3, 5] to the case of generalised
Jacobians. As it turns out, the discrete logarithm reductions of [3, 5] can both
be seen as special cases of our general framework.
4.1

Generalised Algebraic Geometric Codes

Let S be a finite set of pairwise coprime effective divisors of C thatPare also
coprime to
P m. Let a and b be divisors of C that are of the form a = d∈S λd d
and b = d∈S µd d with λd , µd ∈ Z such that µd > −λd for all d ∈ S and thus
a + b ≥ 0. Let orddP
(e) denote the maximal P
integer r such that rd ≤ e for any
divisor e. Then a = d∈S ordd (a)d and b = d∈S ordd (b)d. Define
OC,d = OC (supp(d)) and Md,a,b = (OC (a)/OC (−b))(supp(d)).
Then OC,d = ∩p∈supp(d) OC,p and Md,a,b is the factorisation of the fractional
ideal of OC,d defined by a by the fractional ideal of OC,d defined by −b. This is
an OC,d -module and finite Fq -vector space of dimension ordd (a + b) deg(d). For
example, if d is a place of degree one, this essentially means that we are looking
at truncated Laurent series rings starting at the exponent −λd = −ordd (a) and
ending at the exponent µd = ordd (b). Furthermore, define U = ∪d∈S supp(d)
and
OC,S = OC (U ) = ∩d∈S OC,d and
Y
MS,a,b = (OC (a)/OC (−b))(U ) =
Md,a,b .
d∈S

Then MS,a,b is an OC,S -module and finite Fq -vector space of dimension deg(a +
b). The canonical epimorphism OC (a) → OC (a)/OC (−b) gives us the “evaluation” map
evS,a,b : OC (a)(U ) → MS,a,b .
It is also the product of the restrictions to OC (a)(U ) of the residue class epimorphisms OC (a)(supp(d)) → Md,a,b .
We regard the d-components of MS,a,b as symbols and the elements of MS,a,b
as words. Given xd ∈ OC (a)(supp(d)) with xd 6= 0 let zd (xd ) = r deg(d) with
r the maximal integer such that xd ∈ OC (a − rd)(supp(d)). For xd = 0 we
let zd (xd ) = ∞. If xd ∈ Md,a,b we define zd (xd ) similarly with the additional maximal value zd (0) = ordd (a + b) deg(d). We say that xd has a zero

of multiplicity zd (xd ) at d. The weight of xd ∈ Md,a,b is defined as wd (xd ) =
ordd (a + b) deg(d) − zd (xd ).
The number of zeros of x ∈ OC (a)(U ) and x ∈ MS,a,b respectively (counted
with multiplicity) is then
X
zS (x) =
zd (xd )
d∈S

where the xd are the images of x in OC (a)(supp(d)) and Md,a,b respectively. The
weight of x ∈ OC (a)(U ) and x ∈ MS,a,b respectively is
X
wS (x) =
wd (xd )
d∈S

where the xd are the images of x in OC (a)(supp(d)) and Md,a,b respectively. The
weight defines a Hamming metric on MS,a,b in a standard way. Obviously,
zS (x) + wS (x) = deg(a + b)
for x ∈ MS,a,b . For example zS (0) = deg(a + b).
If d is any divisor coprime to m, we define
Lm (d) = {f ∈ F × | div(f ) ≥ −d and f ≡ c mod m for some c ∈ Fq } ∪ {0}.
This is a finite dimensional Fq -vector space. For m = 0 we
Precover the standard
spaces L(d). Finally, let e be a divisor of C coprime to d∈S d and to m with
deg(e) < deg(b) and define a generalised algebraic-geometric code
C(S, a, b, e, m) = { evS,a,b (f ) | f ∈ Lm (a + e) }.
If S is a set of places of degree one, a = m = 0 and b has no multiplicities,
then C(S, a, b, e, m) is a standard algebraic-geometric code. If a and b are sums
of places of degree one and ordd (b) = −ordd (a) + 1 then C(S, a, b, e, m) is a code
with Hamming distance wS in the standard sense.
Proposition 1 For any f ∈ Lm (a + e) with f 6= 0 it holds that
zS (evS,a,b (f )) ≤ deg(a + e) and wS (evS,a,b (f )) ≥ deg(b − e).
In particular, evS,a,b (f ) 6= 0.
Proof. Since f 6= 0 we can P
write div(f ) = e1 + e2 with supp(e1 ) ⊆ U and
supp(e2 ) ∩ U = ∅. Then e1 ≥ d∈S ordd (div(f ))d and e2 ≥ −e. We obtain
X
zS (evS,a,b (f )) ≤ deg(a) +
ordd (div(f ))d
d∈S

≤ deg(a) + deg(e1 ) = deg(a) − deg(e2 )
≤ deg(a) + deg(e) = deg(a + e).
The other inequality follows from zS (evS,a,b (f )) + wS (evS,a,b (f )) = deg(a + b).

4.2

Reduction of the Discrete Logarithm Problem to Code Based
Computational Problems

Words of minimal non zero weight in the code C(S, a, b, e, m) correspond to
relations in the group Picm (C) in the following way. If d ∈ Dm (C) then [d]m
denotes the class of d in Picm (C).
Theorem 2 Words of C(S, a, b, e, m) of minimal non zero weight deg(b − e)
correspond bijectively to linear combinations
X
[e]m =
γd · [ d ]m
d∈S

with ordd (b) ≥ γd ≥ −ordd (a) for all d ∈ S. If x ∈ C(S, a, b, e, m) is such a word
then the corresponding linear combinations satisfies
γd = ordd (b) − wd (xd )/ deg(d)
for all d ∈ S.
P
Proof. Let [e]m −P d∈S γd · [ d ]m = 0. Then there is f ∈ F × with f ≡ 1 mod m,
div(f ) = −e + d∈S ordd (div(f ))d and γd = ordd (div(f )). Since ordd (b) ≥
ordd (div(f )) ≥ −ordd (a) by assumption and deg(div(f )) = 0 we have
X
X
zS (evS,a,b (f )) =
zd (evS,a,b (f )d ) =
(ordd (a) + ordd (div(f ))) deg(d)
d∈S

=

X

d∈S

ordd (a) deg(d) +

d∈S

X

ordd (div(f )) deg(d)

d∈S

= deg(a) + deg(e) = deg(a + e).
Thus wS (evS,a,b (f )) = deg(a + b) − zS (evS,a,b (f )) = deg(b − e). This maps every
linear combination to a word of minimal non zero weight in a well defined way.
From
γd = ordd (div(f )) = zd (evS,a,b (f )d )/ deg(d) − ordd (a)
= ordd (b) − wd (evS,a,b (f )d )/ deg(d)
we see that the map is injective and also the formula for γd is proved.
To prove surjectivity, assume that f ∈ Lm (a + e) such that wS (evS,a,b (f )) =
deg(b − e). Then zS (evS,a,b (f )) = deg(a + e). All inequalities in the proof of
Proposition 1 are thus equalities. We obtain
X
div(f ) = e1 + e2 =
ordd (div(f ))d − e.
d∈S

Since f ∈ Lm (a+e) and f is coprime
to m there is c ∈ Fq such that cf ≡ 1 mod m.
P
Thus f indeed yields [e]m − d∈S γd · [ d ]m = 0 with γd = ordd (div(f )). Finally,
γd ≥ ordd (a) holds by f ∈ Lm (a + e), and
X
zS (evS,a,b (f )) =
(ordd (a) + ordd (div(f ))) deg(d)
d∈S

implies ordd (b) ≥ γd for all d ∈ S.

It is also possible to make a reduction of the minimal non zero weight word
problem to the maximum likelihood decoding problem as in [3], under some
additional assumptions.
Theorem 3 Let q ∈ supp(e) be a place of degree one and let
deg(a + e) ≥ 2g + deg(m).
There is h ∈ Lm (a + e) such that ordq (h) = ordq (e). Assume that C(S, a, b, e, m)
contains a word of minimal non zero weight deg(b−e). Let x ∈ C(S, a, b, e−q, m)
such that
wS (evS,a,b (h) − x)
is minimal. Then evS,a,b (h) − x is a word in C(S, a, b, e, m) of minimal non zero
weight deg(b − e).
Proof. We have Lm (a+e−q) ⊆ Lm (a+e) and C(S, a, b, e−q, m) ⊆ C(S, a, b, e, m).
If one of them exists, the minimal non zero distance of C(S, a, b, e − q, m) and
C(S, a, b, e, m) is thus equal to the minimal non zero weight of C(S, a, b, e, m).
Consider the Fq -linear map φ : L(a + e) → OC,m /m. Since a + e − m is non
special, the adele spaces satisfy AF = AF (a + e − m) + F , whence φ is surjective
(like in the proof of the strong approximation theorem, see for example [21,
p. 33]). As dimFq OC,m /m = deg(m) we get
dimFq Lm (a + e) = dimFq L(a + e) − deg(m) + 1.
Now deg(a + e) ≥ 2g implies L(a + e − q) ( L(a + e), whence Lm (a + e − q) (
Lm (a + e) by the dimension formula, and this yields the existence of h.
By the above observation, wS (evS,a,b (h) − x) ≥ deg(b − e). To prove the
reverse inequality, let f ∈ Lm (a + e) such that that wS (evS,a,b (f )) = deg(b − e).
This exists by assumption. Then ordp (f ) = ordp (e) for all p ∈ supp(e), including
p = q. Since ordq (h) = ordq (e) = ordq (f ) and deg(q) = 1 there is λ ∈ F×
q such
that h − λf ∈ Lm (a + e − q). Then wS (evS,a,b (h) − evS,a,b (h − λf )) = deg(b − e)
and thus wS (evS,a,b (h) − x) ≤ deg(b − e), so we have
wS (evS,a,b (h) − x) = deg(b − e).
Clearly evS,a,b (h) − x ∈ C(S, a, b, e, m), and the theorem is proved.
We continue the discussion with ways of applying Theorem 2 and in particular
working within Picm (C).
Theorem 4 Every class of Picm (C) of degree greater or equal to 2g +deg(m)−1
contains an effective divisor.
Proof. Let d ∈ Dm (C) with deg(d) ≥ 2g + deg(m) − 1. The divisor d − m is
not special, since deg(d − m) ≥ 2g − 1. The adele spaces then satisfy AF =
AF (d − m) + F , whence there is f ∈ L(d) such that f ≡ 1 mod m. The divisor
a = d + div(f ) is effective and defines the same class as d in Picm (C).

Let e be an arbitrary divisor of C. By replacing m by m plus the sum of the
places in supp(e) the theorem can also be applied to conclude that every class
of Picm (C) contains an effective divisor coprime to e.
Corollary 1 Let o be a place of degree one of C. Every class of Pic0m (C) contains
a divisor of the form
d − deg(d)o,
where d is an effective divisor of degree less than or equal to ≤ 2g + deg(m) − 1.
If d has minimal degree then d is uniquely determined.
Using these results we see that expressing any divisor e as a linear combination of elements of any S in Picm (C), where the coefficients are bounded by a and
b, is equivalent to the minimal non zero weight word problem in C(S, a, b, e, m).
Note that this reduction is polynomial time in the length of the input and the
occurring degrees or multiplicities in a, b and m, by well known algorithms for
algebraic curves and function fields (see for example [13]). In order to get a meaningful reduction we need to exhibit supposedly hard instances of the problem
of finding linear combinations or of the minimal non zero weight word problem
that are related by sufficiently small S, a, b and m.
Suppose S defines a generating set of Picm (C) with #S small such that every
element of Pic0m (C) can be written as a linear combination of the [d]m with d ∈ S
with small coefficients bounded by −λ from below and µ from above. Choose
X
X
a=λ
d and b = µ
d.
d∈S

d∈S

Suppose [e1 ]m = λ[e2 ]m in Pic0m (C). By the corollary, for any λ1 and λ2 there is
an effective e with deg(e) ≤ 2g + deg(m) − 1 such that
[e − deg(e)o]m = λ1 [e1 ]m − λ2 [e2 ]m .
The complexity of the computation of such an e is polynomial in log(λ1 ) and
log(λ2 ) and thus efficient if e1 and e2 satisfy a similar degree bound to start with
(see [13]). Given an oracle for the minimal non zero weight word problem in the
codes C(S, a, b, e, m) we can thus efficiently compute linear combinations
X
λ1 [e1 ]m − λ2 [e2 ]m = [e − deg(e)o]m =
γd [d]m
d∈S

for randomly chosen λ1 and λ2 . After more than #S linear combinations we get
linear dependencies of the right hand sides and can solve for λ in the usual way.
The discrete logarithm problem in Pic0m (C) is thus reduced to the minimal non
zero weight word problem in the codes C(S, a, b, e, m).
In a similar fashion, using random linear combinations of the d ∈ S on
the left hand side, we can also compute all relations between the d ∈ S in
Pic0m (C) and thus deduce the structure of Pic0m (C) as an abelian group. For
both problems the best known algorithms have subexponential complexity or

only exponential complexity on average. Depending on the point of view we can
obtain hardness statements for the minimal non zero weight word problem in the
codes C(S, a, b, e, m), or we get a possible way of improving said algorithms for
the computation of discrete logarithms or for the computation of all relations.
4.3

Efficient Generating Sets of Generalised Jacobians

The crucial point to discuss now are suitable generating systems of Picm (C) in
the above sense. Assume there exists a place o of degree one of C. Let X be a
multiset with supp(X) ⊆ Pic0m (C) such that −y ∈ X for all y ∈ X. The Cayley
graph
Cay(Pic0m (C), X)
has the set of vertices Pic0m (C) and the multiset {(x, yx) | x ∈ Pic0m (C), y ∈ X}
of edges. For every x ∈ Pic0m (C) there are exactly #X edges leaving x.
Theorem 5 Let Xr be a multiset containing
[(r/ deg(p))p − ro]m and [ro − (r/ deg(p))p]m
each with multiplicity deg(p), where p ranges over all places 6= o with deg(p)|r
and p 6∈ supp(m). Let r, t ∈ Z≥1 with
q r − 2gq r/2 − deg(m) > 0,
(q r − 2gq r/2 − deg(m))t > 2(q 1/2 + 1)2g (q deg(m) − 1)/(q − 1)
· ((2g + deg(m))q r/2 + deg(m))t .
Let x0 , x1 ∈ Pic0m (C). Then any random walk in Cay(Pic0m (C), Xr ) of length t
starting in x0 will end in x1 with probability pr,t satisfying
3
1
#Pic0m (C)−1 ≤ pr,t ≤ #Pic0m (C)−1 .
2
2
Proof. We will make use of the methodology in [17] that estimates rapid mixing
properties of random walks of length t on the Cayley graph of Pic0m (C) with
edges Xr . For this we need to estimate character sums over Xr .
Let χ : Pic0m (C) → C× be a character. We extend χ to Picm (C) via χ([o]m ) =
1. Then χ : Picm (C) → C× is a character of finite order. Let f(χ) be its conductor.
The theory of L-series gives
2(g−1+ρχ )+deg(f(χ))

X

deg(p) · χ([p]m )r/ deg(p) = ρχ (q r + 1) −

X

ωi (χ)r ,

i=1

deg(p)|r,p6≤f(χ)

Pic0m (C),
r/2

where ρχ = 1 if χ is the trivial character on
ωi (χ) are complex numbers of absolute value q
X
λχ :=
χ( x )

ρχ = 0 otherwise, and
. This gives

x∈Xr

=

X
deg(p)|r,p6≤m+o



deg(p) · χ (r/ deg(p)) · [p]m + χ−1 (r/ deg(p)) · [p]m .

Furthermore,
X

deg(p) · χ (r/ deg(p)) · [p]m =
deg(p)|r,p6≤m+o

=

X

deg(p) · χ([p]m )r/ deg(p)

deg(p)|r,p6≤m+o

X

r/ deg(p)

deg(p) · χ([p]m )

deg(p)|r,p6≤f(χ)

−

X

deg(p) · χ([p]m )r/ deg(p)

deg(p)|r,p6≤f(χ),p≤m+o

2(g−1+ρχ )+deg(f(χ))

= ρχ (q r + 1) −

X
i=1

ωi (χ)r −

X

deg(p) · χ([p]m )r/ deg(p) .

deg(p)|r,p6≤f(χ),p≤m+o

We obtain
|λ1 /2 − (q r + 1)| ≤ 2gq r/2 + deg(m) + 1

(5)

|λχ /2| ≤ (2g − 2 + deg(m))q r/2 + deg(m) + 1.

(6)

and
By the proof of [17, Lemma 2.1], the number of paths of length t starting and
ending in any two fixed elements of Pic0m (C) is equal to
λt1
+w
#Pic0m (C)
with |w| ≤ maxχ6=1 |λχ |t . If r and t are chosen such that
λt1
> 2 max |λχ |t
χ6=1
#Pic0m (C)

(7)

then the assertion of the theorem holds for Sr and t by [17, Lemma 2.1]. Observing
#Pic0m (C) ≤ (q 1/2 + 1)2g (q deg(m) − 1)/(q − 1)
the inequality of the assertion follows by combining (5), (6) and (7).
Corollary 2 Choose r and t as in the theorem and let Sr be the set containing
the divisors o and (r/ deg(p))p for all places 6= o with deg(p)|r and p 6∈ supp(m).
Then Sr is a generating system of Picm (C) and every [e]m ∈ Pic0m (C) can be
written as
X
X
[e]m =
λd d with λd ∈ Z and
|λd | ≤ 2t.
d∈Sr

d∈Sr

We remark that it is convenient but not really necessary to assume that there
exists a place o of degree one. We could also adapt the statements to the case
that o is only a divisor of degree one.
According to the corollary, Sr is a set of generators that can be used for
an efficient reduction as described above. A drawback for the construction of
the codes C(S, a, b, m, e) is that the λd can also be negative, thus we get non
standard codes and Hamming weights. It is also possible to prove the existence
of a small set of low degree prime generators such that λd ∈ {0, 1} for d 6= o, see

the method of [4] in a special context. The bounds of this method appear to be
weaker than the bounds in Theorem 5 though. Alternatively, using Theorem 5,
we can probabilistically construct such a set of {0, 1}-generators by the following
theorem of [8].
Theorem 6 Let G be an abelian group and n = #G. Choose k elements a1 , . . . , ak
from G uniformly and independently at random. If k ≥ log2 (n) + 2 log(log(n)),
then
( k
)
X
G=
λi ai | λi ∈ {0, 1}
i=1

with probability tending to 1 for n → ∞.
Besides the additional probabilistic computation, the drawback here is that
the ai will be represented as [d − deg(d)o]m with d effective by Corollary 1, where
d has in general degree of order O(g + deg(m)). These degrees are much bigger
than those of Theorem 5. The d are not necessarily prime, but allowing for larger
degrees, still of order O(g + deg(m)), we could even achieve that the d are places.
4.4

Examples

In [5], the discrete logarithm problem in Fqh = Fq [α] is solved by decomposing
f (α) ∈ Fq [α] as products of linear polynomials α + a in α with a ∈ Fq by an
oracle to Reed-Solomon decoding. In our setting, we take C = P1 , m is defined
as the place of degree h corresponding to the minimal polynomial of α over Fq
and o is the place “at infinity”. By Corollary 1, the classes of Pic0m (C) can be
represented as polynomials f (α) in α of degree ≤ h − 1. In [5], h is chosen in
comparison to q (as large as possible) such that the linear polynomials α + a in
α with a ∈ Fq are a {0, 1}-generating system. By Theorem 5 we obtain similar
generating systems.
In [3], the discrete logarithm problem in an elliptic curve is cast as a minimal
non zero weight word problem of an elliptic code. In our setting, we take C as
elliptic curve, m = 0, a = 0, b as divisor sum of point group multiples of a
generator of the point group and e = ko, where o is again a place “at infinity”.
Note that Theorem 5 does not apply in this context, since q is large. Estimates
for incomplete character sums can be used to obtain a variant of Theorem 5 that
does apply, but the resulting sizes of the generating systems are of order q 1/2
and hence completely unsatisfactory.
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