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Abstract. We discuss the security of the verifiably-encrypted signature scheme

of Boneh, Gentry, Lynn and Shacham. It is quite realistic to allow adversaries

access to adjudication oracles for different users but the same adjudicator.

This presents an extension of the security model considered by Boneh, Gen-

try, Lynn and Shacham and we describe an efficient attack on their scheme in

that model. We then show how to obtain security in this extended model by

applying a small modification to their scheme.

1. Introduction

A verifiably-encrypted signature scheme as introduced by Boneh, Gentry, Lynn
and Shacham [1] involves three parties, the user or signer, the verifier and a trusted
third party, the adjudicator. The basic idea is that the user creates an encryption of
his signature on some message using the public key of the adjudicator. The verifier
should be able to verify that this encrypted signature is indeed the encryption of the
user’s signature on the message, but he should not be able to extract the signature.
The adjudicator on the other hand is able to extract the signature.

For a verifiably-encrypted signature scheme to be secure, in addition to the nec-
essary properties for the ordinary signature component of the scheme, two further
properties are required. The opacity property or security against extraction is that
no one except the adjudicator (or user) can extract an ordinary signature under
a given user public key from a verifiably-encrypted signature. The unforgeabil-
ity property is that no one except the user should be able to create a verifiably-
encrypted signature from scratch under the user public key.

Boneh, Gentry, Lynn and Shacham [1] show that their verifiably-encrypted sig-
nature scheme satisfies the unforgeability and opacity properties. For both prop-
erties they allow adversaries access to verifiably-encrypted signature creation and
adjudication oracles which may be queried only on the prescribed target user and
adjudicator public keys. While this seems sufficient with respect to unforgeability
one could well imagine that an adversary may attempt to trick an adjudicator into
adjudicating a verifiably-encrypted signature for a different user public key than
the target key. In the security model we would accordingly allow that an adversary
queries the adjudication oracle on possibly different user keys but always the same
adjudicator key. This extension of the security model enables an effective attack
against the scheme of Boneh, Gentry, Lynn and Shacham invalidating the opacity
property. A similar problem is mentioned in [1] for the case of aggregate signatures,
and a possible countermeasure would be to only employ certified public keys. How-
ever, using only a small modification we make their scheme secure in the extended
security model avoiding any certificate authority.
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2. The modified BGLS-signature scheme

Let G be a (multiplicative) cyclic group of prime order p with generator g. Let
e : G × G → V be a computable, bilinear and non-degenerate map (the pairing)
into the group V . We have e(x, y) = e(y, x) for all x, y ∈ G because G is cyclic.

Let M ⊆ {0, 1}∗ be a message space and H : M × G → G a full domain hash
function. We consider the following modified versions of the GDH-signature scheme
of Boneh, Lynn and Shacham [2] and of the bilinear verifiably-encrypted signature
scheme of Boneh, Gentry, Lynn and Shacham [1]. We refer to the latter as BGLS-
signature scheme.

MGDH-signature scheme

KeyGen : Pick a random a ∈ Zp and compute v← ga. The public key is v ∈ G.
The secret key is a ∈ Zp.

Sign : Given a message M ∈ M and a secret key a, compute h←H(M, v) and
σ←ha. The MGDH-signature is σ ∈ G.

Verify : Given a message M ∈ M, a signature σ ∈ G and a public key v ∈ G,
compute h←H(M, v) and output accept if e(g, σ) = e(v, h), reject otherwise.

MBGLS-signature scheme.

KeyGen, Sign, Verify : Same as in the MGDH-signature scheme.

AdjKeyGen : Returns the public key v′ = gb ∈ G and private key b ∈ Zp of the
adjudicator. Same algorithm as KeyGen.

VESigCreate : Input is the message M ∈ M, the user secret key a ∈ Zp and
adjudicator public key v′ ∈ G. Output is the MBGLS-signature (µ, ω) ∈ G × G
which is computed as follows. Let h←H(M, v) and σ←ha. Select random s ∈ Zp

and compute µ← gs and ω←σv′
s
. The MBGLS-signature is (µ, ω) ∈ G×G.

VESigVerify : Input is the message M , data (µ, ω) ∈ G×G, the user public key
v ∈ G and the adjudicator public key v′ ∈ G. Output is accept if (µ, ω) is a valid
MBGLS-signature on M under v and v′, that is if e(g, ω) = e(v, h) · e(v′, µ) with
h = H(M, v). Otherwise output is reject.

Adjudicate : Input is the message M ∈ M, data (µ, ω) ∈ G ×G, the user public
key v ∈ G, and the adjudicator public key v′ ∈ G and private key b ∈ Zp. Output is
reject, if VESigVerify rejects M, (µ, ω), v, v′. Otherwise output is σ←ω/µb which
is the MGDH-signature on M under v.

We remark that a MBGLS-signature is just a plain ElGamal-encryption (see for
example [4]) of the MGDH-signature. Furthermore, the original GDH-signature
and BGLS-signature schemes are obtained by replacing H with a function H ′ :
M×G→ G which is a full domain hash function in its first argument and constant
in its second argument.

These observations together with the homomorphic property of plain ElGamal-
encryption and the GDH-signature scheme lead to the following attack. On input of
the public keys v, v′ ∈ G of the user and the adjudicator the adversary E computes
a message M ∈ M and a valid GDH-signature σ ∈ G on the message M under
the public key v as follows. He chooses an arbitrary message M ∈ M and uses the
signature oracle to obtain a BGLS-signature (µ, ω) on M for the user public key
v and the adjudicator public key v′. He then chooses a random number r ∈ Zp

coprime to p and computes (µr, ωr). With h = H ′(M, v) = H ′(M, vr) we see that
e(g, ωr) = e(g, ω)r = e(v, h)r ·e(v′, µ)r = e(vr, h) ·e(v′, µr), hence (µr, ωr) is a valid
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BGLS-signature on the message M for a (different) user with public key vr and
the same adjudicator. The adversary then uses the adjudication oracle to obtain
the GDH-signature σr ∈ G on input of (µr, ωr), the user public key vr and the
adjudicator public key v. If v = ga then a is the secret key corresponding to v and
ra is the secret key corresponding to vr. Clearly σr = hra because it is a valid

GDH-signature on M under vr. The adversary outputs σ←σ
1/r
r , a valid GDH-

signature on M under v since σ = ha. Altogether the adversary E needs to perform
a few calculations in G and issues one query to the signature and adjudication
oracle respectively. Clearly, its success probability is 1.

3. Security

An extracting adversary E is an algorithm which on input of a user public key
v and an adjudicator public key v′ outputs a message M and a MGDH-signature
σ on M under v. We allow E access to a MBGLS-signature creation oracle S and
adjudication oracle A subject to the condition that E does not query S or A on
an adjudicator public key different from v′ and that E does not return M, σ which
have been computed by A on input of the user key v.

Theorem 1. If there is an extracting adversary E against the MBGLS-signature

scheme which runs in time at most tE , makes qH , qS and qA queries to the hash,

MBGLS-signature creation and adjudication oracles respectively and succeeds with

probability at least ǫE in the random oracle model then there is an algorithm B
which computes gan and gbm from g, ga, gb, gn, gm, gan+bm ∈ G in time at most

tB ≤ tE + O(log(p)(qH + qS + qA)) with probability at least ǫB ≥ 1/(2eqA)ǫE .

Proof. The general proof idea is fairly similar to that in [1], using a technique
from [3]. In the following let g, ga, gb, gn, gm, gan+bm ∈ G be public values for
randomly chosen ga, gb, gn, gm. These values will be given as input to Algorithm B
which outputs the values gan, gbm. Computing these values is the (hard) underlying
problem which makes the scheme secure against extraction.

Fix some ζ ∈ [0, 1]. The hash oracle H , the MBGLS-signature creation oracle S
and adjudicator oracle A are simulated in the random oracle model as follows.

Algorithm c.

Input : M ∈M, v ∈ G.
Output : The value c(M, v) ∈ {0, 1}.

Step 1 : If c(M, v) is defined, return it.
Step 2 : If v 6= ga define c(M, v)← 0 and output 0.
Step 3 : Otherwise, choose c ∈ {0, 1} such that Pr(c = 1) = ζ. Define c(M, v)← c
and output c.

Simulator for H.

Input : M ∈M, v ∈ G.
Output : The hash value H(M, v) ∈ G.

Step 1 : If H(M, v) is defined, return it.
Step 2 : Choose random r ∈ Zp.
Step 3 : If c(M, v) = 1 compute h← gngr. If c(M, v) = 0 compute h← gr.
Step 4 : Define H(M, v)←h and R(M, v)← r. Output h.

The hash values of H are uniformly and independently distributed in G. Hence
the simulator properly simulates the random oracle H .

Simulator for S.

Input : Public keys v, v′ ∈ G of the user and the adjudicator. A message M ∈M.
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Output : A MBGLS-signature (µ, ω) on M under the user key v and adjudicator
key v′.

Step 1 : If v′ 6= gb then the simulation fails.
Step 2 : Choose a random s ∈ Zp and compute r←R(M, v) by a call to H .
Step 3 : If c(M, v) = 0 then compute σ← vr, µ← gs and ω←σv′

s
.

Step 4 : If c(M, v) = 1 then compute µ← gmgs and ω← gan+bmvrv′
s
.

Step 5 : Output (µ, ω).

Observing that c(M, v) = 1 implies v = ga it is straightforward to check that the
simulator for S creates valid MBGLS-signatures on M under v and v′. Moreover,
since µ in step 3 or step 4 is in effect uniformly and randomly chosen from G, the
simulator of S and the oracle S itself are indistinguishable.

Simulator for A.

Input : Public keys v, v′ ∈ G of the user and the adjudicator. A message M ∈ M

and a purportedly MBGLS-signature (µ, ω) on M under v and v′.
Output : The MGDH-signature σ, if (µ, ω) is indeed valid, reject otherwise. The
simulation may also fail.

Step 1 : Compute h←H(M, v). If e(g, ω) 6= e(v, h)e(v′, µ) then output reject.
Step 2 : If c(M, v) = 1 then the simulation fails.
Step 3 : Let r←R(M, v) and compute σ← vr. Output σ.

Again it is easy to check that the simulator of A returns valid MGDH-signatures
on M under v. Its output coincides with the output of the oracle A if c(M, v) = 0.

With these simulators we can construct an algorithm B using the extracting
adversary E to solve the above computational problem. We may assume that E
makes a query to H prior to its termination to ensure that the returned signature
is valid, or to indicate failure otherwise.

Algorithm B.

Input : Elements g, ga, gb, gn, gm, gan+bm ∈ G.
Output : Elements gan, gbm ∈ G or failure.

Step 1 : Run the adversary E on input of g, v = ga, v′ = gb.
Step 2 : The adversary may call the oracle simulators adaptively with possibly
different user keys v but always the same adjudicator key v′ = gb. If A or E fail at
some stage, algorithm B stops and outputs failure.
Step 3 : The adversary E returns M, σ.
Step 4 : If c(M, v) = 0 then output failure.
Step 5 : Let r←R(M, v) and compute z←σ/vr. Output z and gan+bm/z.

We prove that Algorithm B is sound. The value of R(M, v) in step 5 is defined
because of the assumption about E . Assume z is returned from step 5. Then
v = ga because c(M, v) = 1, and e(g, σ) = e(v, h) with h = H(M, v) because of the
definition of E . Moreover, h = gngr with r = R(M, v) because c(M, v) = 1. Then
z = σ/vr = ha/vr = gan, so z returned from step 5 is correct.

Next we need to estimate the success probability of Algorithm B. The simula-
tions of H , S and A are indistinguishable from the oracles unless the simulation of
A fails when c(M, v) = 1. The simulator of S cannot fail because of the require-
ment that all queries satisfy v′ = gb. Since the whole algorithm B is stopped in
the case of failure, E does not know that it is run in a simulation and in particular
learns nothing about the values of c(M, v). Thus the probability of no failure during
qA queries to the simulator of A is (1 − ζ)qA , and c(M, v) 6= 0 in step 4 happens
with conditional probability ζ because E has not called the simulator A with M
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and v = ga as input. The overall success probability ǫB of B is therefore at least
ζ(1 − ζ)qAǫE . This is maximized for ζ = 1/(qA + 1) and we obtain as in [1] that
ǫB = ǫE for qA = 1 and ǫB ≥ 1/(2eqA)ǫE for qA > 1.

The running time tB of B contains the running time tE of E plus the addi-
tional time for the simulators which is roughly O(log(p)(qH + qS + qA)) with small
constants. This proves Theorem 1. �

A forging adversary F against the MBGLS-signature scheme is an algorithm
which on input of a user public key v and an adjudicator public key v′ outputs
a message M and a MBGLS-signature (µ, ω) on M under v and v′. We allow F
access to a MBGLS-signature creation oracle S and adjudication oracle A as above
subject to the condition that F does not query S or A on an adjudicator public
key different from v′ and that F does not query S on M, v either.

A forging adversary C against the MGDH-signature scheme is an algorithm
which on input of a user public key v computes a message M and a MGDH-
signature σ on M under v. We allow C access to a MGDH-signature oracle subject
to the condition that C does not query the oracle on M, v.

For such forging adversaries we have the following theorem similar to that in [1].
Note that the security model here is again more general since F is allowed to query
S on user public keys different from v. The proof is nevertheless essentially the
same as in [1] so we omit it here.

Theorem 2. If there is a forging adversary F against the MBGLS-signature scheme

which runs in time at most tF , makes qH , qS and qA queries to the hash, MBGLS-

signature creation and adjudication oracles respectively and succeeds with probability

at least ǫF in the random oracle model then there is a forging adversary C against

the MGDH-signature scheme which runs in time at most tC ≤ tF + O(log(p)(qS +
qA)), makes at most qH and qS queries to the hash and MGDH-signature oracle

respectively and succeeds with probability at least ǫC ≥ ǫF in the random oracle

model.

We remark that Theorem 1 also implies the security of the MGDH-signature
scheme, which we have not discussed yet. The combination of the oracles S and A
yields a MGDH-signature oracle for the MGDH-signature scheme, and it is admissi-
ble to query such a signature oracle on signatures for other public user keys than the
target key, because this was allowed in the case of S and A. As a result any forging
adversary against the MGDH-signature scheme is trivially an extracting adversary
E against the MBGLS-signature scheme. The GDH-signature scheme using H ′ is
clearly not secure under such circumstances, so Theorem 1 provides an extended
security model and proof for the MGDH-signature scheme using H . A more direct
proof would relate the security of the scheme to the computational Diffie-Hellman
problem in G, as in [2].
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